Protects against
ransomware and
phishing threats

Real-time protection
that does not require
updates or rollouts

] Office 365

Office 365 Ready

SonaSecure

24/7 Cloud-based Email Protection
& Email Continuity

Keeps an organization's email safe and available no matter what.

The FBI reports that ransomware is now a billion dollar a year crime,
and it's predicted to get worse. Ransomware can encrypt a whole
network and shut down an entire company in seconds by locking the
users’ infected devices. If the ransom is not paid or fixed, then the
criminals can delete all the files on the infected computers.

It is important to have a system-wide plan that ensures protection
from ransomware, email viruses, spam, phishing attacks, email
flooding, directory harvest attacks, denial of service attacks, and more.

It also is essential to have an email continuity plan in place. If the
email system goes down, then employees should still be able to send
and receive their email. Productivity is at stake. And, it is important to
be able to keep every email that was ever sent or received no matter
how long or severe the outage.

Fortunately, security is at the core of SonaSecure’s email services. Our
multi-layered filtering system provides the most comprehensive
protection available from ransomware, phishing, and virus, along with
spam filtering.

SonaSecure also provides up to 90 days of email continuity and
spooling to ensure that end users stay productive and that no email is
lost ever.

Keep Ransomware, Viruses, Phishing Attacks,

and Spam Out of Your Inbox in Real-time
URL protection; 99.9 percent effectiveness rate

SonaSecure offers six layers of security scanning to ensure a network
stays clean. SonaSecure is a complete cloud-based solution that scans
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Employees still can send,
receive, reply & add
attachments to emails
even when the primary
email server is down

@8 Exchange

Works with Microsoft
Exchange Server

Never lose an email no
matter what

Modifies potentially
dangerous URLs

for viruses, spam, and malware in real-time with a 99.9 percent
effectiveness rate. There is no need to download and install
definitions. Users are never out-of-date.

SonaSecure offers URL protection. It prevents email users from clicking
on dangerous URLs and directs them to safety. SonaSecure checks the
backlinks in every email and then can disable them or re-write these
links to ensure that a network is not compromised.

Email Continuity Ensures Productivity

Employees remain productive; never lose an email
SonaSecure’s email continuity ensures that employees can read and
reply to all recent email when the primary email system is down.

SonaSecure’s email spooling holds all email during an outage and then
ingest these emails back into the primary email system to ensure that
an organization never loses an email. SonaSecure’s packages include:

1) Seven-day spool with 14 days of email continuity
2) 90-day spool and 90 days of email continuity (recommended)

Reports in Real-time

Admins can assess the network’s health

The timing of information is essential to IT departments. An hour’s
delay adversely can impact key decisions to keep the network running.
SonaSecure's reports are in real-time. System admins always will know
what is going on the exact moment it is happening. SonaSecure takes
the guesswork and error out of system information and leads to better
decisions and higher productivity.

Key Benefits:
Peace of Mind by Keeping the Network Clean

e Multiple levels of ransomware, virus, phishing, and spam protection

e Over 99.9% of spam identified and quarantined, with less than 0.01%
false-positives

e Works with any email system; both on-premise, e.g. Microsoft
Exchange Server and cloud systems, e.g. Office 360
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Learns and adapts to provide the most accurate, up-to-date
protection

Delete virus-infected emails while keeping the email message
Sets up in minutes with no hardware or software to install

Reports areinreal-time  Powerful Network Protection:

Protects against directory harvest and denial-of-service attacks.
Hides customer mail server from DNS record.

Active Directory User Sync tool ensures your server only receives
email from valid accounts

Multi-layered Anti-spam Filtering Technology:

Blocks known spammers from using a proprietary list

Blocks 99.9 percentof ~ Simple & Secure Administration:

all spam

Entirely web-based; no software to install

Customizable control settings

Advanced policy options allow for sophisticated rule management,
including support for regular expressions

Comprehensive Reporting:

Six layers of security
scanning °

Set-up quarantine summary reports at pre-established intervals
(hourly, daily, etc.)

Admin-level reports show items like total/percentage caught by
domain, top senders and recipients

Reduces network traffic and server load

Uses Bayesian filtering to better identify spam for your specific
domain

Utilizes smart rules (heuristics) and frequency-based detection
(fingerprinting)

User defines settings that allow/deny senders, domains, and IPs for
any email to the domain

Contact Sonasoft

Friendly and responsive
We look forward to earning your business.

t: 1-408-708-4000 | w: www.sonasoft.com
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